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Introduction
Cybercrime is any criminal activity that targets or uses a computer network committed by hackers who need some money. The activity is done and organized by individuals or organizations with advanced techniques and highly and technically skilled individuals. Cybercrime rarely aims at damaging computers other than making profits for itself. Other reasons could be personal or political. Cybercrime activities fall under two groups: thosee that target computers and those that use computers to commit other crimes. The cybercrime activities that target computers are those activities that involve the creation of viruses and other types of malware to damage the devices or halt them from working effectively. This activity can also steal or else delete the data in the computers. The other type of cybercrime is that it uses computers to commit other crimes. Some of these activities include illegal gambling, infringing copyrights, selling illegal items online, and also the act of interfering with systems in a way that compromises other networks. In this essay, I will discuss ways to avoid being a victim of cybercrime and discuss the effects of this criminal activity in society.
Ways of avoiding being a victim of cybercrime
The use of anti-virus software and keeping them updated is one way of preventing being a victim of cybercrime. The use of anti-virus software can allow the internet user to scan and detect and remove the threats in the websites before they can become problems. Installation of this software helps to protect your computer against cybercrime. Updating your anti-virus software to the best level of protection is of maximum benefit. Also, another way of avoiding being a victim of cybercrime is by using strong passwords that people cannot also guess not able to record anywhere. The use of weak passwords makes it easy for criminals to access your identity and bank accounts, and even they can take your money. Again another way of preventing cybercrimes is by ensuring that the users of computers should remember to log out and shut down their computers when they are not being used. Cybercriminals have a way of finding the ''always on 'computers through network searching, which they use to reach many computer users. By shutting down computers and minimizing the amount of time, they are powered on and connected to the internet, they can reduce people's vulnerability to hacking attacks (Smith 2004).
[bookmark: _GoBack]In recent times, many people are using wireless networks in their homes. Strong encryption within these wireless networks also prevents cybercriminals from accessing the data stored in these computers. The unprotected networks that do not use encryption to protect the network traffic are commonly targeted by cybercriminals. Forgetting infrequently used passwords in cyber websites can cause quick compromise by savvy cybercriminals. Those individuals who use the same passwords in their social networking websites and banking accounts can easily be hacked. To avoid such criminal activities, the user of the accounts should generate complex passwords which are so unique for each of their accounts. In doing this, cybercrime activities can be avoided. Again, avoid being scammed in another better way of preventing falling victim to cybercrime. One should always think before he /she clicks any link or a file provided in the website from an unknown origin. People should not feel pressured by unknown emails. One should constantly check the source of the message in question, and in case of any doubt, one should also verify the message (Ajayi 2016).  These messages from unknown sources should not be replied to; emails that prompt one to verify their information orconfirmg with their passwords should not be replied.
Talking to your children about the internet is another acceptable way of avoiding cybercrimes. This can be done by teaching the kids about the good things and bad things present on the internet, the acceptable use of the internet properly without shutting down the communication channels. The kids can also be informed about the dangers of using the internet. Any form of harassment they can undergo while accessing the internet, online harassment, stalking, and cyberbullying should be reported. Again, taking good measures to help protect himself against identity theft is another way that can be used to avoid cybercrimes. Identity theft can occur when an individual obtains personal data in bad ways that may involve fraud or deception. This can occur when somebody is tricked in a way that ends in giving personal information over the internet. Again, a cybercriminal can steal your email to access your account information. To avoid this, internet users must guard their data when they access the internet over public WI-FI. Internet users should also not give out personal information over the internet unless it is secure. These can be avoided by not giving out personal data via the phone or through email unless one is completely sure that the phone line and the email are very safe. By doing this, cases of cybercrimes can be avoided.
Cybercrime criminal activities can be avoided by one being social-media savvy. These will involve ensuring that all the social media accounts that are Facebook, Twitter, YouTube, and so forth are set to be private. Again, one should regularly be checking the security settings in the social media; one should also be very careful with the information they post since it will stay there forever .securing one's mobile devices can help avoid cybercrimes. Being aware of the vulnerability of mobile devices, one should be aware due to the presence of hackers and computer viruses (Panda 2012). To avoid being hacked, one should download applications from the trusted sources only. Also, one should install only the latest operating system updates to avoid these criminal acts over the internet. Some of the applications and the operating systems within your computer, for example, the computer windows, Linux, and so forth, should also be installed with the latest system updates.
Furthermore, the computer user should turn on automatic updates to prevent attacks on the older software viruses and malware. Another way of avoiding cybercrime is by calling the right person for help if one is a victim of cybercrime. In case that happens, one should not panic at all; if one encounters illegal internet stuff, commercial scam, one should report this to the police. Suppose it is help needed with the help of maintenance, software installation, on your computer. In that case, consult with the certified computer expert or technician can be of good help. By acting this way, cases of cybercrimes can be avoided of one falling a victim.
Effects of cybercrime on the society
The accurate costs of cybercrimes cannot be estimated. For example, in businesses, companies incur a lot of costs due to cybercrimes, businesses have also suffered a lot due to attacks by criminals. A company that has been affected by cybercrime damage the investor's perception after the security of the company has been breached, which can result in dropping in the value of the company in its value (Reilly 2000). Again, this can increase the costs for borrowing by the company since cyber-attacks reduce the potential share of the prices, which results in the dropping of the businesses. Furthermore, cybercrime has its effect on teenagers. Acts of cyberbullying have become very common over the past years. Cyberbullying usually occurs in kids who are below eighteen years of age. This activity has become very alarming in modern society. This involves the children receiving threats, negative comments, and bad pictures from other persons.
Cybercrime also has its effect on the private industry. Many private companies are victims of fraud from cybercriminals. Cybercrimes have very negative financial effects on businesses and other government institutions. These private companies experience a lot of attacks and also experience a lot of damages that are caused by social engineering attacks. Cybercrimes also have their effect on consumer behavior. With the introduction of many e-commerce businesses, many people have developed different perceptions of how we shop online with the fear of cybercrimes. The fear of cybercrime activities has lowered people's confidence in doing online shopping (Liang 2010).
Also, cybercrime hurts telecommunication piracy. Many countries have suffered a lot of losses in copyright infringement, resulting in a lot of financial losses. Cybercrimes can also affect legislation in a country. For example, the GDPR was introduced to give individuals greater control over their data. Many countries are seeing new rules and regulations being put in place to protect individuals. Again, with the effect of cybercrime, the dissemination of offensive materials in cyberspace has been abundant. This offensive information can be in the form of propaganda and explosive devices (Ajayi 2016). Thus, telecommunication systems can harass, threaten, and send intrusive communications where the persistent messages can be sent to an unwilling recipient.
Another effect of cybercrime in society is that it promotes electronic vandalism, terrorism, and extortion .since most countries rely on telecommunication systems, any damage by cybercrime criminals can lead to dangerous effects. The internet intruders tend to cause some inconvenience which inflicts a lot of harm (Anderson 1995). Cybercrime activities are also involved in electronic money laundering and tax evasion. The criminals are using this emerging technology in concealing the ill-gotten gains of crime. Cybercrime activities also have led to corruption, which has also come up with other social evils. Most of the populations are being influenced to engage in crime due to the effect of urbanization.
Conclusion
Though the internet has many benefits, its use is still up for grabs between criminals and normal users. The many benefits of the internet have proved themselves in myriad ways, which hopefully enough ensures it does not lie in the hands of criminals and being a bastion for the malicious. Each has a role to play to stop fraud. The security on the internet needs to be easy and effective for everyone to do work. With the different ways mentioned there above, it's very easy for every individual to avoid falling into the hands of fraudsters and cybercrime criminals.
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